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Abstract. Ransomware has become one of the most popular types of cyber-
crime due to the relatively low risk of obtaining a significant financial reward.
Many organizations and governments choose to pay to get their data back, typi-
cally using cryptocurrency, which motivates even further individual offenders
and crimi the process of commaoditizing ransomware. The current study adds
knowledge to this new and still relatively unexplored domain. Our findings can
be valuable to law enforcement officers to better differentiate the levels of in-
volvement in a RaaS scheme and prosecute the individuals accordingly.
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1 Introduction

Cybercrime has been on the rise in the past few decades, and it is estimated that by
2025, it will cost the world $10.5 trillion annually [1]. Ransomware is one of the most
lucrative crimes — between 2019 and 2020, ransomware attacks rose by 62 percent
worldwide, and by 158 percent in North America alone [2]. An even more alarming
trend is the fact that ransomware has now become a commaodity and it is frequently
being offered on the black market as Ransomware as a Service (RaaS). Just like Soft-
ware as a Service (SaaS) products, RaaS gives relatively cheap and easy access to
various types of malicious programs for a much smaller fee than the cost of creating it
on your own — as little as $175 [3]. The growing impact of ransomware and its rela-
tively easy access motivate us to further study the problem from an academic perspec-
tive by analyzing its complexity and multifaceted nature.

We posit that the first step in combatting RaaS is to provide a better understanding
of the various actors involved in the process and to define the complicated nature of
their relationships. The research question guiding this study is: “How can we classify
knowledge on the various Ransomware as a Service specializations?” We answer it
by identifying and describing the different roles individuals have within the RaaS



environment. We take a design science approach (DSR) [4] to create our taxonomy,
as it giv



tiple stages and iterations of our work. First, to demonstrate the rigor of the current
work and to frame the context, we utilize theory of organized crime. Second, we of-
fered information on the recent RaaS trends affecting society
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strategies and interventions that make such collaborations more complex, less effi-
cient, and lacking in any obfuscation of legal liability.

The purpose of the current study was to classify knowledge on RaaS. We devel-
oped a taxonomy to explain the division of labor in a typical RaaS structure and add
knowledge to this relatively new domain. The common underlying distinction be-
tween past ransomware and the emerging RaaS is that producers of the ransomware
tools are now distanced from those using these tools to target and deploy them. We
identify this emerging new organizational form as exhibiting an increased division of
labor. Much like the evolution from craftsman-like work structures to specialized
subdivision of labor that was the foundation of the industrial age, such dividing of
labor greatly increases the productive capacity of these new RaaS organizational
forms. The rise of such new organizational forms represents a significant new threat.

The taxonomy introduced in this paper can assist researchers by focusing on the
specific behaviors, motivations, skill acquisition process, and means of coordination
each role employs. Moreover, cybersecurity professionals can utilize this taxonomy to
improve surveillance and monitoring processes and to communicate with other law
enforcement agencies using a common understanding of the labor divisions that are
emerging within such threats.

5 Limitations and Future Work

Our proposed taxonomy is among the first attempts to conceptualize the complex
nature of RaaS and define the various roles and relationships between RaaS actors.
Since most of the activities are illegal and taking place in communication channels
hidden from the public, it is inherently difficult to obtain primary data. However, our
next steps will focus on refining the taxonomy and evaluating it through qualitative
data collection encompassing semi-structured interviews with security professionals
and law enforcement officers. Following DSR best practices, we will use triangulation
and will validate the taxonomy further by using it to explain recent RaaS attacks
where sufficient information was made available to the public. As this is still research
in progress, we have not



enforcement to better differentiate the level of involvement of the various RaaS ac-
tors.
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